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It is one in which failure is bounded, observable, reversible,
attributable and learned from.

PUBLICATION DETAILS

RESEARCH LEAD Andrew Curtis, Founder and CEO, CiBRAI

RESEARCH BASIS Practitioner-led control design, architecture analysis, threat modelling and standards synthesis

SCOPE Al-enabled cybersecurity operating platforms, SOC copilots, autonomous agents and multi-agent workflows
DATE August 2026 | Sydney, Australia

STATUS Independent industry research | General information, not legal or regulatory advice



CIBRAI RESEARCH Al TRUST UNDER ATTACK

REPORT NAVIGATION

Contents

A practical research report for boards, CISOs, SOC leaders, security architects, Al governance teams and
platform builders.

04 Executive summary The central thesis and recommended operating model

06 Trust is not a feeling Calibrated reliance, human factors and the SOC context

11 The object of trust is the action Model, context, orchestration, tools, people and shared
system responsibility

16 The CiBRAI Al Trust Fabric Eight dimensions, Trust Contracts and evidence chains

23 Bounded autonomy Autonomy levels, human oversight and adversarial controls

28 Assurance that operates Lifecycle gates, maturity, implementation and measurement

34 Executive action Board questions, decisions and the Trust Manifesto

36 Appendices Control catalogue, standards crosswalk and references

Research basis

This report is a practitioner-led research synthesis. It combines CiBRAI design research in cybersecurity operating
platforms and SOC workflows with architecture analysis, threat modelling, human factors research, and current
public standards and guidance. It does not claim a statistically representative survey. The propositions are
intended to be tested in real environments and adapted to organisational risk appetite.

SCOPE BOUNDARY

The report focuses on Al that influences or executes cyber defence activity. It is not a
general ethics guide, a product certification, or a substitute for legal, regulatory or
safety advice.
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EXECUTIVE SUMMARY

Trust must become an operational control
plane

Al is moving from describing cyber events to shaping decisions and taking action. That transition
changes trust from a user sentiment into a safety, security and accountability requirement.

CENTRAL THESIS

Trust is not a property of a model. It is an operational state produced by
evidence, constraint, accountability, transparency, resilience and recovery. In
a SOC, it must be action-specific, time-bounded and continuously renewed.

The industry is at risk of asking the wrong question. Model accuracy, benchmark performance and persuasive
explanations matter, but they do not answer whether an Al-enabled platform should be permitted to touch an
identity store, isolate an endpoint, block traffic, modify detection logic, close an incident or orchestrate a multi-
system response. The object of trust is the complete Al action system: the signal, data provenance, model, prompt
and policy, retrieved context, agent logic, identity, tools, human gate, action, outcome and recovery path.

CiBRAI proposes an Al Trust Fabric with eight interdependent dimensions: purpose and authority; identity and
provenance; data integrity and confidentiality; model behaviour and uncertainty; orchestration, tools and
permissions; human control and accountability; resilience and recoverability; and evidence, monitoring and re-
authorisation. Trust behaves like a weakest-link system. A highly capable model does not compensate for poisoned
context, excessive privileges, a missing kill switch or an analyst who lacks time to intervene.

The report also introduces a Trust Contract for every use case, a six-level Bounded Autonomy Ladder, an Al
Decision Evidence Chain, a lifecycle assurance model, a five-level maturity model and a 90-day implementation
path. These mechanisms turn broad Al principles into executable controls for security operations.

What leaders should do now
e Govern the action system, not the model in isolation.
» Define an autonomy ceiling and explicit no-go actions for each environment.

¢ Require a Trust Contract and evidence chain before privileged or consequential action.

Treat model, prompt, data, permission and tool changes as potential re-authorisation triggers.

¢ Measure security value and trust integrity together. Governance activity alone is not an outcome.

cibrai.com CIBRAI | AI TRUST 4
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Seven propositions that should change the Al
trust debate

Al TRUST UNDER ATTACK

The propositions below are intentionally direct. Each is designed to expose weak assumptions in current

Al assurance and SOC automation practice.

SEVEN RESEARCH PROPOSITIONS

Statements designed to be tested, challenged and operationalised.

m Trust should not be maximised. m Trust decays.
It should be calibrated to evidence, @ Model updates, data drift, prompt changes | ‘0\'
consequence and authority. and expanded privileges consume assurance.
The model is not the system. The safest useful autonomy
® is bounded autonomy. )
Context, orchestration, tools and £\ \ ~ )
people usually determine @— @ Constrain blast radius, make actions A
operational risk. reversible and keep intervention live.
Human-in-the-loop is not a 07 The governance object is the
control by itself. action system. O
. 4 O . . —
The human needs time, authority, [ Authorise the complete chain from 000
evidence and competence to signal to cyber effect, not a model
intervene. in isolation.
m Explainability without traceability is theatre. —
A SOC must reconstruct why an output or action occurred. :O\

Figure 1. Seven CiBRAI research propositions. Source: CiBRAI analysis, 2026.

When a control statement contains the words responsible, explainable, human-
centred or safe, ask what evidence proves it during a live incident. If the answer is a
policy document alone, the control is not yet operational.
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NOT A FFFIIA

It is calibrated reliance under uncertainty.
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01 / FOUNDATIONS

Al TRUST UNDER ATTACK

Trust, trustworthiness and reliance are

different things

Precision matters. Organisations often use trust as a single word for several distinct concepts, which

creates weak controls and false assurance.

TRUSTWORTHINESS

Objective or evidenced system properties that make
reliance more or less justified. Examples include validity,
reliability, security, transparency, resilience and
accountability. NIST treats trustworthiness as
multidimensional rather than a single score. [4]

RELIANCE

Observable behaviour. The analyst accepts a
recommendation, follows a priority, grants authority or
permits an action. Reliance can be appropriate even when
trust is cautious, and inappropriate even when confidence
feels high. [1][2]

AUTHORITY

The scope of action delegated to the Al system, including
tools, identities, targets, data, time, thresholds and
conditions. Authority is a design variable, not an inevitable
by-product of capability.

cibrai.com
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TRUST

A human or organisational attitude that the system will help
achieve a goal under uncertainty and vulnerability. Trust is
influenced by performance, context, experience, interface
design and institutional confidence. [1][3]

ASSURANCE

The structured evidence and decision process used to
justify reliance. Assurance includes evaluation, threat
modelling, testing, controls, monitoring, decision records
and re-assessment.

ACCOUNTABILITY

The allocation of answerability for intent, configuration,
approval, residual risk, monitoring, intervention and
consequences. Accountability remains human and
organisational even when execution is automated.

CIBRAI POSITION

The goal is not high trust. The goal is justified
reliance within an explicit operating
boundary.
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01 / HUMAN FACTORS

Al TRUST UNDER ATTACK

Trust should be calibrated, not maximised

Decades of automation research distinguish appropriate use from misuse, disuse and abuse. Al does not
remove this problem. It intensifies it because outputs are fluent, probabilistic and context-sensitive.

[11[2][3]

TRUST CALIBRATION: THE TARGET IS APPROPRIATE RELIANCE

OVERTRUST

Reliance exceeds evidence.
Automation bias, misuse and
unchecked action become likely.

O

Rely within
bounds

G\

Human
reliance

CALIBRATED TRUST

Reliance tracks evidence,
context and consequence.

Do not rely

UNDERTRUST

Evidence is stronger than reliance.
Defensive capability is ignored,
duplicated or bypassed.

\ 4

@ Demonstrated assurance and reliability

Figure 2. Appropriate reliance tracks demonstrated assurance, context and consequence. Source: CiBRAI analysis, informed by human-automation research

[1J[zj[3].

Overtrust creates automation bias, silent propagation of false assumptions and unsafe action. Undertrust creates
duplicate work, shadow processes and missed defensive advantage. Both are control failures. The appropriate level
of reliance should vary by use case, asset criticality, time pressure, analyst expertise, confidence, reversibility and

the quality of the evidence chain.

Overtrust indicators

Analysts accept unsupported claims; confidence displays
replace evidence; recommendations are executed without
challenge; repeated success becomes assumed infallibility;
vendor branding substitutes for local validation.

cibrai.com

Undertrust indicators

Analysts repeat every machine task; approved tools are
bypassed; low-risk use cases remain trapped in review;
defensive speed is lost; teams rely on ungoverned personal
tools instead.

CIBRAI | AI TRUST 8



CIBRAI RESEARCH

01 / OPERATING CONTEXT

Al TRUST UNDER ATTACK

Why Al trust is different in cyber operations

A cybersecurity platform operates in an adversarial, privileged and time-compressed environment.
Trust patterns from ordinary productivity software are not sufficient.

01 ADVERSARIAL INPUTS

Attackers can intentionally shape logs, tickets, threat
intelligence, documents, URLs and system behaviour to
manipulate Al reasoning or action.

03 TIME PRESSURE

The value of automation is greatest when analysts have the
least time to review. Oversight must be designed for real
decision windows, not governance workshops.

05 CASCADING EFFECTS

An incorrect identity, endpoint or network action can
trigger further alerts, agents and automated responses,
amplifying the original error.

cibrai.com

02 PRIVILEGED TOOLS

The platform may access EDR, identity, network, cloud,
email and case-management controls. A small reasoning
error can become a material operational effect.

04 UNCERTAIN GROUND TRUTH

Attribution, intent and incident scope are rarely certain. A
plausible explanation can be operationally dangerous when
presented as settled fact.

06 CHANGING SYSTEMS

Models, prompts, retrieval sources, APIs and security
products change continuously. Trust expires faster than in
conventional static software.

CONSEQUENCE

A more accurate model can be less trustworthy
than a weaker one if it has broader authority,
poorer observability and no reliable recovery
path.

CIBRAI | AI TRUST 9
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01 / SOC DESIGN

Al authority changes the assurance class

Al TRUST UNDER ATTACK

Cybersecurity teams often discuss Al as a single capability. In practice, an Al system that summarises an

alert and one that revokes a privileged session belong to different assurance classes.

Al IN THE SOC: AUTHORITY CHANGES THE TRUST PROBLEM

Moving from insight to action increases authority — and changes what must be trusted.

INSIGHT

OBSERVE

Enrich telemetry

Summarise events

EXPLAIN

Correlate evidence

Describe hypotheses

DECIDE

RECOMMEND DECIDE EXECUTE

Prioritise alerts Draft queries Run reversible

Suggest next steps Build response plan low-impact actions

bl
o
0 QO
O
ORCHESTRATE

Coordinate bounded

response workflows

ACT —p

as [= 3] [=—=] e=——+=] (S [
Authority & consequence Authority & consequence Authority & consequence Authority & consequence Autherity & consequence Authority & consequence
low low medium medium-high high highest
‘/7 >
More autonomy does not merely increase efficiency. It changes the assurance class.
8 Y,

Figure 3. The Al use spectrum in security operations. Source: CiBRAI analysis, 2026.

The progression from observation to orchestration is not a smooth feature upgrade. Each step changes who can be
harmed, what can fail, how quickly an error propagates and what evidence is required. Australian cyber guidance
similarly emphasises that Al should augment established security tools and processes, with governance, human
oversight and secure-by-design controls retained. [12]

OPERATING RULE

Capability may be broad. Authority must be narrow. An agent should receive only
the identity, data, tools, targets and time window needed for the current task.

CIBRAI | AI TRUST 10
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Model, context, orchestration,
tools, people and evidence.
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02 / ARCHITECTURE

The model is not the system

The operational risk of Al in a SOC is produced by the complete action chain. The orchestration and tool
layers can matter more than the base model because they determine context, permissions and effects.

THE Al ACTION SYSTEM

The operational object of trust is the complete chain that converts signals into cyber effects.

SIGNAL PLANE
Telemetry, alerts, tickets, threat intelligence, 777777 . EVIDENCE AND
user and asset context CONTROL PLANE
KNOWLEDGEPLANE E o
Retrieval sources, memory, policies,
playbooks, historical cases ’) Provenance
' MODEL PLANE ersion
ADVERSARY Reasoning, generation, classification, 777777 e [Z] Policy
CAN SHAPE confidence and uncertainty
INPUTS Input
: ORCHESTRATION PLANE
g, Bae., ° Context
Prompts, goals, agent routing, task
decomposition and control logic <> Tool call
TOOL AND IDENTITY PLANE Human gate

APls, credentials, permissions, network
paths and execution sandboxes

Action

Outcome

ACTION PLANE

Recommendation, containment, identity response,
blocking, recovery and notification

Trust is only as strong as the least-assured plane.

Figure 4. The Al Action System. Source: CiBRAI analysis, 2026.

A well-aligned model inside a poorly designed orchestration layer can still produce unsafe outcomes. Conversely, a
probabilistic model can be useful when its inputs are controlled, authority is tightly bounded, uncertainty is
exposed, actions are reversible and the entire chain is observable. This is why a model card is not an operating
licence.

ARCHITECTURE PRINCIPLE

Separate the signal, knowledge, reasoning, orchestration, identity/tool and action
planes. Apply independent controls at each plane and preserve a parallel evidence
and control plane across all of them.

cibrai.com CIBRAI | AI TRUST 12
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02 / ACCOUNTABILITY

Shared responsibility must be explicit

Modern Al systems are assembled across model providers, platforms, integration partners, operators
and business owners. Evidence requests should be directed to the party that can genuinely provide
them, while use-case accountability remains local.

SHARED RESPONSIBILITY:
EVIDENCE MUST COME FROM THE PARTY THAT CAN PROVIDE IT

Accountability cannot be outsourced. Evidence can be supplied, controls can be shared,
but use-case responsibility remains with the deploying organisation.

MODEL PROVIDER PLATFORM PROVIDER IMPLEMENTATION SOC OPERATOR BUSINESS / RISK
PARTNER OWNER

3

Model capability and
limitations

Safety and evaluation
evidence

Version and change notice

Model-level security

S

Orchestration guardrails

Tenant isolation and
access control

Audit logging and
configuration

Platform release and

o

@® Integration design

® Bounded context and

tool access

@® Secure configuration

@® Deployment and test

evidence

9, A

Use-case intent and
procedures

Data, prompts and
playbooks

Human supervision

Monitoring, response

Risk appetite and
no-go zones

Delegated authority

Residual risk acceptance

Value, outcomes and

accountability

properties change control and rollback

Figure 5. Shared responsibility and evidence ownership. Source: CiBRAI analysis, 2026.

The model provider can disclose model-level limitations and evaluation evidence. The platform provider can
evidence guardrails, tenancy, access control and auditability. The implementation partner can evidence integration
and secure configuration. The SOC operator must own data, procedures, prompts, monitoring and response. The
business or risk owner must define acceptable use, delegated authority and residual risk. None of these roles can
substitute for another.

When no party owns the orchestration layer, everyone can produce documents
while no one can prove that the deployed action system is safe.

cibrai.com CIBRAI | AI TRUST 13
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02 / FAILURE ANALYSIS

Al TRUST UNDER ATTACK

Four failure patterns that ordinary Al

governance misses

The most damaging failures in cyber operations often occur between governance domains, not inside a

single model evaluation.

THE POISONED TICKET

A malicious string embedded in an incident ticket instructs
an agent to retrieve credentials and ignore policy. The
model behaves as designed, but the content boundary fails.

Required response: isolate untrusted content, separate
instructions from data, restrict retrieval and tool access,
and monitor policy deviation.

THE QUIET DRIFT

A model or platform update changes severity calibration
and tool selection. The service remains available, but
operational behaviour moves outside the approved
envelope.

Required response: version awareness, change notice,
regression scenarios, behavioural baselines and time-
bound re-authorisation.

cibrai.com

THE CONFIDENT FALSE POSITIVE

An agent correlates incomplete identity evidence and
recommends disabling a privileged account during a critical
service event. The output is fluent and internally coherent.

Required response: expose missing evidence, require
corroboration for consequential actions, apply asset-aware
thresholds and preserve human veto.

THE MISSING WHY

The SOC can see that an endpoint was isolated but cannot
reconstruct the prompt, retrieved context, policy, tool call,
human intervention or model version.

Required response: immutable evidence chain, correlation
identifiers, action receipts and tested reconstruction
procedures.

RESEARCH IMPLICATION

Al assurance must test how the system fails
under hostile and ambiguous conditions, not only
whether it performs an intended task under clean
conditions.

CIBRAI | AI TRUST 14
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02 / CHANGE

Trust decays and trust debt accumulates

Al systems change at several layers. Assurance that was valid at approval can become stale while the
user interface and service availability appear unchanged.

TRUST DECAYS UNLESS
EVIDENCE IS RENEWED

CiBRAI calls the accumulated gap between capability and current
assurance trust debt.

A Re-authorisation

New data
source

J Control
test

Expanded tool
access

: update Minimum
Current  |Eecim s s e e e e e e O SRSy s L e s B e operating
assurance H confidence

Unreviewed change
consumes the safety margin.

Time and material change —

Figure 6. Trust decay and trust debt. Source: CiBRAI analysis, 2026.

Trust debt is the accumulated gap between current capability or authority and current evidence. It grows when
models are updated without regression testing, prompts and policies change without review, retrieval sources
expand, tool permissions widen, exceptions persist, or monitoring is disabled. It can also grow when the threat
environment changes faster than the control design.

Material change triggers
» A model, provider, orchestration framework or major security product version changes.
» New data classes, sources, memory stores or external content are introduced.
» The agent receives new tools, identities, privileges, targets or network access.

» The use case expands to new users, assets, geographies or higher-consequence decisions.

Observed behaviour, confidence calibration, error rates or adversarial outcomes move outside tolerance.

OPERATING PRINCIPLE

Trust should expire unless renewed by
evidence. Re-authorisation can be light for low-
risk changes and deep for changes that increase
consequence, privilege or autonomy.

cibrai.com CIBRAI | AI TRUST 15
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03 / FRAMEWORK

The CiBRAI Al Trust Fabric

The Trust Fabric converts abstract principles into eight interdependent dimensions that can be
designed, tested, monitored and re-authorised.

THE CIBRAI Al TRUST FABRIC

Eight interdependent dimensions create an operating licence for Al in cyber defence.

PURPOSE
& AUTHORITY

AL EVIDENCE, MONITORING IDENTITY
Q & RE-AUTHORISATION & PROVENANCE

RESILIENCE 03 DATA INTEGRITY
& RECOVERABILITY & CONFIDENTIALITY
06 04
0O HUMAN CONTROL MODEL BEHAVIOUR
o & ACCOUNTABILITY & UNCERTAINTY

805 ORCHESTRATION,
It TooLs s
PERMISSIONS

@ Trust behaves like a weakest-link system, not an average score.

Figure 7. The CiBRAI Al Trust Fabric. Source: CiBRAI analysis, 2026.

The framework is deliberately system-level. It covers organisational intent, technical enforcement, human
supervision and operational evidence. It is designed to complement established frameworks such as NIST Al RMF,
ISO/IEC 42001, ISO/IEC 23894, Australian guidance, secure Al lifecycle guidance, Al cybersecurity standards and
adversarial threat catalogues. [4][7][8][10][12][14][18][19][20]

DESIGN INTENT

The Trust Fabric is not a certification mark or a single maturity score. It is a control
architecture for deciding what an Al action system may do, under what evidence
and for how long.
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03 / DECISION LOGIC

Trust behaves like a weakest-link system

Average scores can conceal catastrophic weaknesses. A single missing control can invalidate an
otherwise impressive system.

TWO DESIGN HEURISTICS

WEAKEST-LINK TRUST m ASSURANCE LOAD

Operational Trust Required Assurance
MIN { purpose, provenance, data, behaviour, Consequence x Privilege x Autonomy x Exposure x
authority, human control, resilience, evidence } Irreversibility

Observability x Containment x Recoverability

A high average can conceal a catastrophic

A weakness. One unbounded permission or :hls |sla (I:Ie;:lswn aid,nota staf:rstlcalf i
missing evidence trail can invalidate the et (ores ass UEanC e SHORNe O oW

system. operanona! consequence.

Figure 8. CiBRAI weakest-link trust and assurance-load heuristics. Source: CiBRAI analysis, 2026.

The weakest-link heuristic means that a system cannot compensate for an unbounded identity by improving
explainability, or for poisoned telemetry by adding a policy statement. The assurance-load heuristic directs effort
to the use cases that create the greatest operational consequence. It is intentionally qualitative. The purpose is to
make consequence, privilege, autonomy, exposure and irreversibility visible before teams debate documentation
volume.

COUNTERINTUITIVE RESULT
A high-consequence use case with excellent observability, tight containment
and tested rollback may be safer than a medium-consequence use case with
opaque actions and no recovery path.
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03 / TRUST DIMENSIONS

Dimensions 1 to 4: intent, identity, data and
behaviour

The first four dimensions establish what the system is for, who or what is acting, what information can
be trusted and how model behaviour is bounded.

1. PURPOSE & AUTHORITY

Define the use case, intended value, affected stakeholders, no-go decisions, autonomy ceiling and
residual risk owner. Authority must be explicit, time-bounded and linked to consequence.

Minimum evidence: approved use case, risk tier, action boundary, owner, delegated authority,
review date.

2. IDENTITY & PROVENANCE

Assign identities to models, agents, services, tools and human approvers. Preserve source, time,
version and custody for inputs, context, outputs and actions.

Minimum evidence: agent/service identities, correlation IDs, source integrity, model and policy
version, signed action receipt.

3. DATA INTEGRITY & CONFIDENTIALITY

Control telemetry, threat intelligence, retrieval data, memory and prompts. Address classification,
poisoning, leakage, quality, retention and cross-tenant exposure.

Minimum evidence: source allowlist, data classification, integrity checks, retrieval boundary,
retention and incident process.

4. MODEL BEHAVIOUR & UNCERTAINTY

Evaluate the model in the actual use context. Test capability, calibration, failure modes, adversarial
behaviour, unsupported assertions and known limitations.

Minimum evidence: scenario results, thresholds, uncertainty display, limitations, regression
baseline and fallback model or process.

TEST QUESTION

Would the organisation still approve the use case if the same capability were
delivered by an unknown contractor with the same data and permissions? If not,
brand familiarity may be distorting assurance.

cibrai.com CIBRAI | AI TRUST 19



CIBRAI RESEARCH AI TRUST UNDER ATTACK

03 / TRUST DIMENSIONS

Dimensions 5 to 8: orchestration, people,
resilience and evidence

The second four dimensions determine how capability becomes action, how humans retain meaningful
control, how the system fails safely and how trust remains current.

5. ORCHESTRATION, TOOLS & PERMISSIONS

Constrain goals, prompts, agent routing, memory, tools, targets and identities. Enforce least privilege,
task-specific access, allowlists and separation of duties.

Minimum evidence: tool inventory, permission map, policy-as-code, sandbox design, action
thresholds and two-person rules where required.

6. HUMAN CONTROL & ACCOUNTABILITY

Name the business owner, technical owner, accountable risk decision-maker and live supervisor.
Design interfaces for challenge, escalation, veto and intervention.

Minimum evidence: RACI, supervision mode, decision window, workload test, escalation procedure,
training and override authority.

7. RESILIENCE & RECOVERABILITY

Limit blast radius and assume unexpected behaviour. Provide isolation, circuit breakers, rate limits,
safe defaults, rollback, fallback and continuity arrangements.

Minimum evidence: failure scenarios, kill switch, rollback test, fallback process, recovery time
objective and containment validation.

8. EVIDENCE, MONITORING & RE-AUTHORISATION

Log the complete decision chain, monitor behaviour and outcomes, detect drift, retain evidence,
trigger reassessment and measure value with risk.

Minimum evidence: evidence schema, live telemetry, behavioural baseline, alert thresholds, review
cadence, material-change rules and audit trail.

CRITICAL DISTINCTION

Explainability describes an output. Traceability reconstructs a decision.
Cybersecurity operations require both, but traceability is the stronger operational
control.

cibrai.com CIBRAI | AI TRUST 20
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03 / USE-CASE CONTROL

Every use case needs a Trust Contract

The Trust Contract is the operational agreement between business intent, technical enforcement, human
authority and live evidence. It should be readable by people and enforceable by the platform.

THE Al TRUST CONTRACT

Every operational use case should carry an explicit, machine-enforceable and human-readable contract.

© rurroste

What the system is for
and what it is not for

€) CHANGE TRIGGERS

When drift, updates or
scope changes force
re-authorisation

) DATA BOUNDARY

Sources, classifications,
retention and prohibited
inputs

@ Eevibenceputy OPERATING
What must be logged, L I C E N C E

explained and
reconstructable

€) DECISION BOUNDARY
What it may decide,

@ R

© HUMAN AUTHORITY

. &) ACTION BOUNDARY
Approval, veto, escalation /t Tools, permissions, targets
and named supervision and reversible effects

Figure 9. The Al Trust Contract. Source: CiBRAI analysis, 2026.

A Trust Contract is not a lengthy impact assessment repeated for every workflow. It is a concise operating licence
that answers seven questions: purpose, data boundary, decision boundary, action boundary, human authority,
evidence duty and change triggers. It should reference reusable evidence packs for common platform components
while preserving use-case accountability.

Contract acceptance criteria

» The system cannot access a tool, target or data source outside the declared boundary.

» The required human gate cannot be bypassed through prompt, workflow or API changes.
» Every recommendation and action receives a correlation identifier and action receipt.

» Material changes automatically suspend, narrow or flag the operating licence for review.

» The owner can revoke authority and recover safely without depending on the Al system itself.
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03 / TRACEABILITY

Al TRUST UNDER ATTACK

The Al Decision Evidence Chain

The SOC must be able to reconstruct why an action was proposed, authorised, executed and judged

successful or unsuccessful.

THE Al DECISION EVIDENCE CHAIN

A trustworthy action can be reconstructed from trigger to outcome, including every change of authority.

000000060060

01 02 03 04 05
TRIGGER PROVENANCE MODEL POLICY CONTEXT
event, alert, source, name, system retrieval,
request integrity, version, prompt, memory,
time config rules case
° ° ° o °

06 07 08 09 10
TOOL CALL HUMAN GATE ACTION OUTCOME LEARNING
AP, identity, approve, target, evidence, rollback,

scope reject, edit command, impact, tuning,
effect error review
o o ° o °

If the SOC cannot reconstruct the decision, it cannot defend the decision,

| learn from it or safely repeat it.

Figure 10. The Al Decision Evidence Chain. Source: CiBRAI analysis, 2026.

The evidence chain should be queryable at incident speed, not assembled manually after an event. It must correlate
machine and human activity across multiple systems and preserve the exact context that influenced the decision.
This includes model and policy versions, retrieval results, confidence or uncertainty, tool identity, permission

scope, human changes, execution result and rollback.

Evidence quality

Complete, time-synchronised, tamper-evident,
attributable, searchable, retained according to policy and
intelligible to independent reviewers.

cibrai.com

Evidence use

Operational monitoring, incident response, assurance
review, root-cause analysis, regulatory response, control
tuning, supplier challenge and re-authorisation.

NON-NEGOTIABLE

If the organisation cannot reconstruct an Al-
influenced cyber action, it cannot defend the
action, learn from it or safely automate it
again.
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04 / DELEGATED AUTHORITY

Bounded autonomy is the safe path to useful
autonomy

The relevant question is not whether Al is autonomous. It is autonomous over what, using which identity
and tools, against which targets, for how long, with what evidence and under whose authority.

THE CIBRAI BOUNDED
A cybersecurity platform should never receive an
AUTO N o MY LA D D E R open-ended mandate, unrestricted tools and no

effective intervention path.

Autonomy increases only when control evidence, ‘ 5
reversibility and supervision rise with it. : B ORCHESTRATE

' - Supervised multi-step response
4
( o_g Coordinate identity, endpoint and
\ network actions under active

oversight.

EXECUTE
\7‘& B ded low pac tior
@ Act within allowed targets,
thresholds and rollback
= conditions.

PREPARE

g a Human-approved execution
( @ Draft queries, playbooks,
notifications and reversible
commands.
e RECOMMEND 3

Advisory influence -
/
( Q Prioritise, suggest next steps,

estimate confidence and

consequence.

Correlate events, explain
hypotheses, identify missing

; evidence.
0 OBSERVE /

No decision authority

B EXPLAIN
) Analytic support -

Enrich telemetry, normalise
evidence, summarise cases.

Figure 11. The CiBRAI Bounded Autonomy Ladder. Source: CiBRAI analysis, 2026.

Each increase in autonomy should be supported by stronger evidence, tighter technical controls, tested recovery
and clearer human supervision. Levels are assigned per use case and action, not to a platform as a whole. The same
platform may operate at Level 0 for one data source, Level 3 for investigation preparation and Level 4 for a small
set of reversible containment actions.

NO LEVEL 6

Unbounded autonomy is not a maturity level. An open-ended objective,
unrestricted tools, broad credentials and no effective intervention path are
an unacceptable architecture for cyber defence.
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04 / HUMAN CONTROL

Human-in-the-loop is not a control by itself

Human oversight only works when the person has time, authority, evidence and competence. Otherwise,
the human becomes a ceremonial checkpoint or a liability absorber.

HUMAN OVERSIGHT MUST BE ENGINEERED

A person in a workflow is not automatically a safety control.

HUMAN-IN-THE-LOOP HUMAN-ON-THE-LOOP

Approves before action Monitors and can intervene No live review
Best for consequential, irreversible Useful for fast, bounded actions with Acceptable only for tightly bounded,
or legally sensitive actions. live observability and stop authority. low-consequence, reversible activity.

FOUR CONDITIONS FOR REAL OVERSIGHT

TIME AUTHORITY
n @ The human can review before the o @ The human can veto, pause,

decision window closes. revoke or reverse.

EVIDENCE ; COMPETENCE
9 @ The interface exposes uncertainty, w @ The human understands the task,
sources, policy and proposed effect. failure modes and escalation path.

| Trust behaves like a weakest-link system, not an average score.

Figure 12. Human oversight modes and control conditions. Source: CiBRAI analysis, informed by current agentic Al guidance [15].

Oversight mode should follow consequence and decision time. Human-in-the-loop suits irreversible, high-
consequence or rights-affecting actions. Human-on-the-loop can support fast bounded response where live
monitoring, stop authority and rollback are reliable. Human-out-of-the-loop should be limited to low-consequence,
reversible and highly constrained activities. Current cyber guidance similarly recommends named responsibility,
real-time monitoring, human intervention and robust sandboxing for higher-risk agentic use. [13][15]

INTERFACE REQUIREMENT

Show the evidence that matters for the decision: source quality, missing
context, uncertainty, policy basis, proposed target, expected effect, reversibility
and time available. A confidence percentage alone is not decision support.
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04 / ADVERSARIAL RISK
The attacker will target the trust relationship

Al-enabled SOCs create new paths to influence detection, triage and response. Attackers may target the
model, but they can also target data, memory, prompts, goals, identities, tools, inter-agent
communication and human reliance.

THE ATTACK SURFACE OF AN AI-ENABLED SOC

Attackers do not need to defeat the base model if they can poison context, hijack goals or abuse tools.

! @

) EVIDENCE LOSS
Analysts defer to outputs or lose Eg Actions cannot be reconstructed,

challenged or learned from

AUTOMATION BIAS & SKILL ATROPHY
independent judgement

—

) HALLUCINATED EVIDENCE

\ . Unsupported indicators, fabricated

attribution or false confidence

MEMORY POISONING

‘\\{: Persistent false context or

manipulated case history

AI-ENABLED

SOC

reasoning + tools + authority

MODEL OR PROVIDER DRIFT

N\
D[] Behaviour changes after model,
policy or service updates

£ 2N GOAL HIJACKING
@ Agent objectives redirected or
v interpreted outside intent

CASCADING RESPONSE FAILURE N TOOL MISUSE

®
' 3 y Mutiple agents amplify an error
C o

L/. J Unsafe commands, APl abuse or
across controls and services 3

cross-system action

O\.‘ INSECURE INTER-AGENT TRUST PRIVILEGE ABUSE
: : ) Spoofed agents, weak authentication Excess‘ permissions, impersonation

or poisoned delegation and privilege escalation

Figure 13. Attack surface of an Al-enabled SOC. Source: CiBRAI analysis, informed by OWASP and MITRE threat research [16][17][18][19].

Threat modelling should assume that malicious content reaches the system through ordinary operational channels.
A ticket, log field, malware note, web page or threat intelligence record may contain instructions intended for the
agent. The control objective is not to make the model invulnerable. It is to prevent untrusted content from changing
authority, policy or tool access, and to detect when behaviour deviates.

For cybersecurity platforms, the highest priority risks are often goal hijacking,
excessive privilege, tool misuse, poisoned context, cascading action and evidence
loss. Hallucination is important, but it is only one failure mode.

cibrai.com CIBRAI | AI TRUST 26



CIBRAI RESEARCH

04 / DEFENCE IN DEPTH

Agentic risks require layered controls

Al TRUST UNDER ATTACK

No single guardrail closes an agentic risk. Effective defence combines provenance, instruction and data

separation, policy enforcement, least privilege, sandboxing, human gates, live monitoring, rollback,

change control and adversarial testing.

@ THREATS

(=)
=

Ran

2
o)

Prompt injection
Poisoned data / CTI
Goal hijacking

Tool misuse
Privilege abuse
Memory poisoning
Inter-agent spoofing
Cascading actions
Model drift

Automation bias

THREAT-TO-CONTROL MATRIX

® & [ @ ® @ ®
® ® @ @ e © ®
[ © ® e ® ® ® @
® @ ® ® ® ® @
@ ® ® ® ® ® ®
® ® @ & ® @ ® ®
® ® ® ® @ @ ® ®
® [ ] ® @ ® @ ®
® © ® e @ @
® @ ® ® D
@ Primary control @ Supporting control

No single control closes an agentic risk.
Effective assurance uses layered controls across data, identity, orchestration, people and recovery.

Figure 14. Threat-to-control matrix. Source: CiBRAI analysis, 2026.

Live Rollback Change Scenario
monitoring control testing
® ® Q

@

The matrix is intentionally many-to-many. Prompt injection is not solved by input filtering alone. Tool misuse is not

solved by a better system prompt. Model drift is not solved by an annual review. Controls must be distributed

across the action system and tested together under realistic failure conditions.

Minimum adversarial test set

¢ Direct and indirect prompt injection through operational content.

« Conflicting, stale, poisoned and classification-inappropriate retrieval sources.

» Attempts to expand tool scope, credentials, network access or target range.

 False urgency, authority claims and cross-agent impersonation.

» Cascading errors, partial system failure, monitoring loss and rollback under load.

cibrai.com

CIBRAI | AI TRUST

27



> CiBRAI

CYBER INTELLIGENCE - BEHAVIOURAL RESPONSE

DESIGN

\

. : ) N A =
Lifecycle controls, live evidence ARSHRE : -~ QFERATE
and the courage to stop the machine.

MONITOR

//fés;\ CIBRAI | AITRUST UNDER ATTACK




CIBRAI RESEARCH

05 / LIFECYCLE

Al TRUST UNDER ATTACK

Approval is a waypoint, not the end of

assurance

Al systems, operational context and adversaries change continuously. Assurance must travel with the
use case from discovery through operation, recovery and re-authorisation.

LIFECYCLE ASSURANCE FOR

Al IN CYBER OPERATIONS

Approval is a waypoint. Trust is maintained through monitored operation, intervention and re-authorisation.

INTERVENE & RECOVER

Stop, contain, rollback,
fallback and

continuity

e

DISCOVER & REGISTER

Owner, purpose, users,
data, model, tools

LEARN & RE-AUTHORISE
Update evidence, controls,
prompts, thresholds

and scope

(of0] NUOUS
ASSURANCE
evide:ce stays live

9,

OPERATE & OBSERVE
Live telemetry, drift,
action and outcome
monitoring

AUTHORISE
Named decision, residual risk,
time-bound operating licence

CLASSIFY
Consequence, exposure,
autonomy, privilege,
reversibility

3 DESIGN CONTRACT
Boundaries, human gates,
evidence and

no-go zones

VALIDATE & ATTACK
Functional test, evaluation,
red team and

failure scenarios

@ Assurance is continuous. Evidence is living. Trust is earned at every action.

Figure 15. Lifecycle assurance for Al in cyber operations. Source: CiBRAI analysis, aligned with lifecycle approaches in NIST, ISO and secure Al development

guidance [4][7][8][14][20].

A staged model avoids false certainty. Low-risk pilots can proceed with tight data and user boundaries, no
privileged action and explicit learning objectives. Controlled deployment adds monitoring and stronger evidence.
Bounded execution requires proven identity, permission, rollback and supervision controls. Scale should occur
only when operational evidence confirms that the system remains within its Trust Contract.

The best assurance process makes low-risk experimentation easier and high-risk
action harder. It should reduce duplication while increasing evidence quality.

cibrai.com
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05 / DECISION GATES

AI TRUST UNDER ATTACK

A staged assurance pathway for SOC use cases

The gate model below is designed to be proportionate. It uses reusable evidence for shared platform
components, while preserving use-case-specific decisions about data, authority and consequence.

GATE

GO PROPOSE

G1 PILOT

G2 CONTROLLED
DEPLOYMENT

G3 BOUNDED
EXECUTION

G4 SCALE

G5 MATERIAL
CHANGE

REQUIRED EVIDENCE

Named owner; purpose; users; affected assets;
expected value; initial risk tier; prohibited decisions.

Isolated environment; approved data; no privileged
production action; evaluation plan; exit criteria.

Trust Contract; evidence chain; access controls; human
gate; monitoring; support and incident process.

Named agent identity; least privilege; sandbox; action
allowlist; thresholds; rollback; adversarial tests.

Operational outcomes; drift and error trends;

resilience tests; supplier evidence; capacity; training;

audit results.

Model, prompt, policy, data, tool, identity, target, user,

geography or consequence changes.

Reusable evidence, local accountability

Platform architecture, baseline model evaluations, secure configuration patterns, data-flow diagrams and supplier
evidence should be reusable. The deploying organisation must still decide whether the specific use case, data,
permissions, supervision and consequences are acceptable. Reuse should remove duplication, not ownership.

cibrai.com
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DECISION

Proceed to controlled discovery or reject the
use case.

Authorise time-bound pilot with explicit
learning objectives.

Authorise limited users, assets and
operating hours.

Authorise specific reversible actions under
defined supervision.

Expand scope without increasing autonomy
beyond evidence.

Continue, narrow, suspend or re-authorise
based on changed assurance load.

Do not make every team repeat a full platform review. Do not let a platform
review authorise every use case. These are opposite errors.
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05 / MATURITY

Al trust maturity is evidence maturity

Higher maturity means the organisation can safely grant more useful authority because controls are
integrated, continuously evidenced and recoverable. It does not mean that every process becomes
autonomous.

ADAPTIVE TRUST FABRIC

Dynamic permissions, control telemetry,
multi-agent supervision

Al TRUST MATURITY
FOR CYBER OPERATIONS Lo

Higher maturity means stronger evidence and
safer authority, not simply more automation. @

CONTINUOUS ASSURANCE
Drift monitoring, live evidence,
scenario testing, re-authorisation

Goal: maintain trust through change

Goal: scale trusted operations
without unbounded autonomy

)
s GOVERNED AGENTS
<5 Named identities, least privilege,
Trust Contracts, policy gates
o Goal: authorise bounded execution
CONTROLLED COPILOTS
Approved use cases, human approval,
basic logging
Goal: standardise evidence and
data boundaries
AD HOC ASSISTANCE

Unregistered tools, manual judgement,
limited evidence

Goal: establish visibility and no-go zones

@ Maturity compounds trust. Trust compounds mission success.

Figure 16. Al trust maturity for cyber operations. Source: CiBRAI analysis, 2026.

Most organisations should aim first for Level 2, controlled copilots, and Level 3, governed agents. Level 4 requires
live behavioural monitoring, material-change detection, regular adversarial scenarios and operational re-
authorisation. Level 5 is an adaptive control fabric, not permission for unbounded action. Dynamic permissions
should narrow or expand within pre-authorised limits based on evidence and risk.

MATURITY TEST

Can the organisation identify every Al agent, its owner, current permissions,
approved purpose, model and policy version, live actions, evidence health and
revocation method in one view? If not, it is not ready to scale agentic authority.
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05 / IMPLEMENTATION

A practical 90-day path

Organisations do not need to wait for a perfect enterprise Al framework before controlling high-risk SOC
use. Start with visibility, boundaries and evidence. Expand autonomy only when assurance supports it.

A PRACTICAL 90-DAY PATH
TO CONTROLLED Al IN THE SOC

60

E@

[~

S

N
SEE AND BOUND CONTRACT AND TEST OPERATE AND LEARN SCALE THE FABRIC
@ Create Al and agent inventory @ Create Trust Contracts for @ Authorise a limited production @ Standardise reusable

Name owners and
accountable executives

Define prohibited uses and
high-consequence actions

Classify by autonomy, privilege,

exposure and reversibility

Freeze unapproved privileged
tool access

priority use cases

@ Implement identity, logging
and evidence chain

@ Apply least privilege, tool
allowlists and sandboxing

@® Run adversarial scenarios and
failure-mode tests

@® Design human gates and
stop authority

cohort

Monitor drift, actions, outcomes
and overrides

Exercise rollback, fallback and
incident response

Measure value and risk together

Re-authorise, narrow or stop
based on evidence

assurance packs

Integrate control telemetry and
continuous compliance

Expand autonomy only where
assurance supports it

Formalise supplier evidence and
change obligations

Build independent evaluation
and red-team capability

Start with visibility and control. Autonomy is the outcome
of assurance, not the starting assumption.

Figure 17. A practical 90-day implementation path, followed by scale over three to twelve months. Source: CiBRAI analysis, 2026.

The first month should expose what already exists, including embedded Al features, personal tools, platform

agents, service identities and automation that has quietly become consequential. The second month should create
enforceable Trust Contracts and test failure scenarios. The third month should operate a small production cohort,
exercise recovery and compare promised value with observed risk. Scale should follow evidence, not enthusiasm.

PROGRAMME DESIGN

Treat Al trust as a cross-functional cyber uplift programme spanning GRC,
architecture, SOC, identity, data, privacy, legal, procurement, change
management and resilience. Assign one accountable executive and one
operational product owner.

cibrai.com
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05 / MEASUREMENT

Measure trust integrity and security value
together

Counting forms, committees and approvals says little about whether the Al system is safe, useful or
under control. A balanced scorecard should measure control integrity, behaviour, human control and
security outcomes.

THE Al TRUST SCORECARD

Measure whether the organisation is creating value safely, not merely completing governance activity.

©

CONTROL INTEGRITY BEHAVIOURAL ASSURANCE

@ % actions with complete evidence chain @ Unsupported assertion rate
@ % privileged actions pre-authorised @ Drift detection lead time
@ Policy and tool-access exceptions @ Scenario and red-team failure rate

@ Mean time to reconstruct a decision @ Confidence calibration by use case

HUMAN CONTROL SECURITY VALUE

O Override and intervention effectiveness @ Detection-to-decision time
9 Time available for review (V] Analyst hours returned to high-value work
@ Analyst disagreement and escalation rate & Mean time to contain and recover

° Training and scenario proficiency (/] Coverage retained after alert reduction

& Do not use analyst acceptance as a proxy for trust.
Acceptance can reflect pressure, habit or automation bias.

Figure 18. The Al Trust Scorecard. Source: CiBRAI analysis, 2026.

Metrics require interpretation. A high human override rate may indicate poor model performance, healthy
challenge culture or overly conservative thresholds. A low override rate may indicate excellent calibration or
automation bias. Pair quantitative measures with scenario review, analyst interviews, evidence sampling and
independent challenge.

Three metrics to avoid using alone
» Analyst acceptance rate. Acceptance is behaviour, not proof of correctness or justified trust.
e Model accuracy. Aggregate accuracy can hide catastrophic failure on rare, high-consequence cases.

* Number of automated actions. Volume rewards authority without proving safety, value or recovery.
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EXECUTIVE ACTION

Al TRUST UNDER ATTACK

The board and executive decisions that cannot

be delegated

Technology teams can design controls, but only executives can define acceptable consequence, delegated
authority and the conditions under which the organisation will rely on Al

01 RISK APPETITE

What harms are unacceptable, even if the probability is
low?

03 AUTONOMY CEILING

What is the highest permitted autonomy level by
environment and asset class?

EVIDENCE THRESHOLD

What must be proven before advice, execution and
orchestration are permitted?

Twelve questions for every Al-enabled SOC

01 What decisions and actions can the system influence or
execute?

02 Which actions are irreversible, externally visible or service-
affecting?

03 What identities, credentials, tools, targets and networks can
it access?

04 How can an attacker shape its inputs, context, goals or
memory?

05 Can every recommendation and action be reconstructed end
to end?

06 What uncertainty or missing evidence is shown to the
analyst?

cibrai.com

02 NO-GO ZONES

Which decisions or actions must remain human, legally
reserved or outside the platform?

ACCOUNTABLE OWNER

Who accepts residual risk and who supervises live
operation?

06 STOP AUTHORITY

Who can suspend the system immediately, and can they do
so without relying on it?

07 Who has time, authority and competence to intervene?
08 What happens when monitoring, the model or a dependent
service fails?

09 Can the organisation roll back safely and meet continuity
obligations?

10 Which changes trigger automatic narrowing, suspension or
re-authorisation?

11 What evidence comes from suppliers, and what remains our
responsibility?

12 Are we improving analyst judgement or creating automation
dependence?
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CONCLUSION

The AI Trust Manifesto for cyber defence

Al TRUST UNDER ATTACK

Trust must move from a marketing adjective to an operational discipline. The following principles
summarise the CiBRAI position.

cibrai.com

Trust is calibrated reliance, not confidence theatre.

Do not maximise trust. Match reliance to evidence, consequence and context.

Govern the action system.

Model, data, context, orchestration, identity, tools, people and recovery form one control object.

Capability does not imply authority.

Grant the minimum authority required for the task and time window.

A human in the loop must be able to act.

Time, authority, evidence and competence are mandatory.

Explainability is not enough.
Every action must be attributable and reconstructable.

Assume the system will be attacked and will sometimes be wrong.

Design for containment, reversibility and recovery.

Trust decays.

Change and drift consume assurance; re-authorise before the operating envelope is lost.

Reuse evidence, not accountability.
Shared platform evidence should accelerate review without removing local ownership.

Measure value and risk together.

A safe system that delivers no value and a fast system that cannot be governed are both failures.

Unbounded autonomy is not maturity.

The goal is useful, bounded and continuously assured digital defence.

FINAL CHALLENGE

Stop asking whether the model can do the task. Ask under what evidence, authority,
constraints and recovery conditions the system should be permitted to do it now.

CIBRAI | AI TRUST
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APPENDIX A
Minimum control catalogue: dimensions 1 to 4

The catalogue is a baseline. Control depth should increase with the assurance load of the use case.

CONTROL MINIMUM EVIDENCE ADVANCED EVIDENCE

1.1 Use-case register Purpose, owner, users, data, model, tools,

autonomy level and review date

Document impact, exposure, privilege,
reversibility and affected stakeholders

1.2 Risk and consequence
tier

1.3 No-go decisions Explicitly prohibit reserved, rights-affecting
or unacceptable actions

1.4 Delegated authority Named approver, scope, time limit and

conditions

2.1 Agent and service
identity

Unique non-human identities; no shared
credentials

2.2 Provenance Record source, time, model, prompt, policy

and context versions

2.3 Correlation End-to-end identifier across reasoning,

human and tool activity

2.4 Supplier traceability Provider, component, dependency and

change information

3.1 Data classification

3.2 Source allowlisting Approved telemetry, CTI, retrieval and

memory sources

3.3 Poisoning controls Integrity checks, validation and anomalous-

content review

3.4 Confidentiality Access, retention, encryption and tenant

isolation

4.1 Use-case evaluation Representative tasks, edge cases and failure

scenarios

4.2 Uncertainty and
calibration

Display limitations, missing evidence and
confidence appropriately

4.3 Adversarial testing Prompt injection, context manipulation and

goal conflict tests

4.4 Model change control Version awareness, regression tests and

fallback

cibrai.com CIBRAI | AI TRUST

Approved data classes and prohibited inputs

Live inventory linked to configuration and
telemetry

Dynamic tiering based on asset and threat
context

Policy enforcement blocks prohibited action
paths

Machine-readable authority token with
automatic expiry

Workload identity, attestation and short-lived
credentials

Cryptographic signing and tamper-evident
action receipts

Cross-platform evidence graph and
automated reconstruction

Al bill of materials and continuous
dependency monitoring

Context-aware enforcement and automatic
redaction

Source reputation and adaptive integrity
scoring

Poisoning detection, canary data and
provenance analytics

Attribute-based access and privacy-
preserving processing

Continuous evaluation against live and
synthetic cases

Per-use-case calibration monitoring and
threshold adaptation

Independent red team and automated attack
regression suite

Behavioural attestation and automatic re-
authorisation trigger
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APPENDIX A

AI TRUST UNDER ATTACK

Minimum control catalogue: dimensions 5 to 8

These controls govern the conversion of capability into action and the ability to intervene, recover and

prove what occurred.

CONTROL

5.1 Tool inventory

5.2 Least privilege

5.3 Policy-as-code

5.4 Sandbox and network
control

6.1 Named accountability
6.2 Oversight mode

6.3 Human factors

6.4 Escalation and veto
7.1 Containment

7.2 Rollback

7.3 Fallback and
continuity

7.4 Incident response

8.1 Evidence schema

8.2 Behaviour monitoring
8.3 Material-change

triggers

8.4 Value-risk scorecard

cibrai.com

MINIMUM EVIDENCE

Approved tools, APIs, commands, targets and
owners

Task-specific permissions and short-lived
access

Enforced action boundaries, thresholds and
prohibited paths

Isolated execution, allowlists, rate limits and
egress controls

Business owner, technical owner, risk
approver and supervisor

Human-in, on or out-of-loop justified by
consequence

Training, workload, interface and intervention
testing

Clear pause, reject, edit, revoke and two-
person rules

Rate limits, target scope, action caps and safe
defaults

Defined reversible actions and tested
recovery

Manual or deterministic fallback process

Al-specific detection, triage, containment and
notification

Inputs, context, policy, model, tools, humans,
actions and outcomes

Error, drift, override, exception and outcome
monitoring

Defined re-assessment events and time-based
review

Control integrity, behaviour, human control
and security value
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ADVANCED EVIDENCE

Machine-enforced tool registry with risk
attributes

Just-in-time privilege with dynamic
narrowing

Formally tested policies and independent
policy decision point

Per-task microsegmentation and blast-radius
simulation

Live ownership linked to every decision and
action

Adaptive oversight that tightens when risk
indicators rise

Scenario certification and ongoing calibration
exercises

Independent stop authority and out-of-band
shutdown

Dynamic circuit breakers based on live risk
telemetry

Automated compensating actions with human
confirmation

Graceful degradation and resilient alternate
control plane

Dedicated Al action forensics and supplier
coordination

Normalised cross-platform evidence graph
Real-time policy deviation and anomaly
detection

Automatic licence narrowing or suspension

Board-level trends linked to risk appetite and
investment
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APPENDIX B

AI TRUST UNDER ATTACK

How the Trust Fabric aligns with major
frameworks

The CiBRAI framework is an operational extension for cybersecurity platforms and SOCs. It is designed
to complement, not replace, established standards and guidance.

FRAMEWORK OR

GUIDANCE

PRIMARY EMPHASIS

TRUST FABRIC CONTRIBUTION

NIST AI RMF 1.0 and
GenAl Profile

ISO/IEC 42001

ISO/IEC 23894 and 42005

Australian Guidance for Al
Adoption

ASD opportunities and
agentic Al guidance

NCSC secure Al lifecycle
and agentic risk guidance

OWASP GenAlI and agentic
guidance

MITRE ATLAS

ETSI EN 304 223 and
ENISA guidance

Govern, Map, Measure and Manage;
trustworthiness characteristics; lifecycle risk
management

Al management system, policy, objectives, roles,
risk, performance evaluation and continual
improvement

Al risk management and impact assessment across
the lifecycle

Fit-for-purpose risk management, acceptable risk,
lifecycle checks and supply-chain risk

Al aligned to cyber functions; secure-by-design;
human oversight; privilege, monitoring and
incremental adoption

Secure design, development, deployment,
operation; threat modelling; oversight and
sandboxing

Prompt injection, insecure outputs, tool misuse,
goal hijacking, memory and inter-agent risks

Adversarial tactics and techniques against Al-
enabled systems

Baseline cybersecurity across the Al lifecycle and
supply chain

Use the crosswalk correctly

All eight dimensions; lifecycle
assurance; scorecard and material-
change logic

Governance operating model, roles,
evidence, monitoring and improvement

Assurance load, consequence,
stakeholders, lifecycle gates and re-
assessment

Trust Contract, risk tiering, shared
responsibility and re-authorisation

SOC use spectrum, Bounded Autonomy
Ladder, least privilege, sandbox,
rollback

Action-system architecture, lifecycle,
human control and resilience

Threat landscape, layered controls and
adversarial test set

Threat modelling, test scenarios,
detection and response evidence

Control catalogue across data, model,
deployment, operation and end-of-life

A crosswalk is not proof of control effectiveness. It shows conceptual alignment. Evidence must still demonstrate
that controls are implemented in the deployed environment, operate under realistic conditions and remain

effective through change.
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Compliance can organise trust evidence, but compliance is not the same as
trustworthy operation. The control must work when the attacker, the model and the
organisation are all under pressure.
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